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Limiting Disclosure: Censoring
For the benefit of its students University of X releases to the public both:

o average of final grades for each course.

o number of graduates in each degree option.

Only final year statistics students can take “Stochastic Processes” and in 2009
only one person graduated from UofX with a degree in statistics.

Question Should UofX publicly release the average grade for “Stochastic
Processes” and the number of graduates in Statistics for 2009 ?

In the interest of privacy for the one statistics graduate, UofX should not
disclose (release to the public) the average grade in “Stochastic Processes” .
i.e. the “Stochastic Processes’ average should be censored.
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Limiting Disclosure: Lower and Upper bounds

w11 | uis || 60 u11 + ur2 = 60; uz1 + uge = 40;
2 x 2 tables: ugy | ugz || 40 Up1 + uzg = 70; u1g + usg = 30:
70 30 || 100

U11, W12, U271, UDD = 0 and integral

Fréchet bounds on 2 x 2 tables:

30 = max{0, 60 4+ 70 — 100} < w1, < min{60, 70} = 60

Upshot If u;7; was a person’s individual private data then w7 is secure.
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Tables and Marginals
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The hierarchical model A = {{1,2}, {2,3} } on 3 x 2 x 4 tables.

Marginal b := [inter{1,2},inter{2,3}] = (AA 3x2x4)u, u> 0, u integral
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Given the publicly released b how secure is 1117 ?
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min{u111 : Au = b, u > Oreal}
< min{ui11 : Au= Db, u > Ointegral}

< true w777 in secret table

INA

max{ui11 : Au = b, u > Ointegral}
< max{u111 : Au = b, u > 0 real}

Problem: If b is unknown apriori, can security of u; be ensured ?

maxp(min{uy integral} — min{uyreal}) = gap_(AA 4, x..-xd,)

Note Smaller gaps imply possibly less protection for individual cell entries.

de Brin Workshop: June 30, 2009



Edwin O'Shea

Detecting Gaps Quickly

The gap can be computed precisely via irreducible
decompositions of monomial ideals and solving group relaxations.

Quick gap if g =g" — g~ € Gpert(Aa) with g1 = « then

gap_(Aa) > a — 1 (where pert = [1,¢,¢%,¢%,....])

Proof Grobner basis theory = g™ — ey is integer optimal (for [1,0,0,...,0])

but (gt —ey) — @(g) is optimal for linear relaxation.
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Sullivant’s construction
3 models A,, (Vn >4)on 2 x 2 x --- x 2 tables s.th.

gap_(Ap,) > on—3 _ 1

. ° = O((n — 2)-simplex) + point
® e Graver element g with g1 = on—3
e A, := Lawrence(T",)

e = (g,—8) € Gpert(An, ) with 1-entry
, 2 equal to 27

Summary There are marginals b for which A,, has large gaps. How common
are these marginals 7
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Measuring frequency with standard pairs

Standard pairs for IP 4 (1 0y(b) := min{(1,0) -u : Au=Db, ue NV}
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((3,2),0)

((0,1),{1})

(v, 7) =A{v+ Dje e+ g € NL
e supp(y)N7 =1
e every member of (v, 7) is optimal

o B(v/,7) sth. (v,7) C (v, 1)
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Sullivant’s 2"~ — 1 gap occurs rarely

E  dim=2""1 42777

The marginals (e)
that create Sullivant’s (2772 — 1)
gaps all come from a standard
pair
(2" =1)-e1, o)

where |o| =271 +1

This reopens the question of “whether linear programming is an effective
heuristic for detecting disclosures when releasing marginals of multi-way
tables.”

de Brin Workshop: June 30, 2009 9



Edwin O'Shea

Work in progress

Other large quick gaps on different models were contructed
and . Computationally these are also rare.

Question Could it be that for any model all its quick gaps are rare ?

Problem Find a model S for which gap_(S) > 1 and this gap is not rare.

Question If g is a Markov element of a model & with the support of g having
size greater than the dimension of the model S then is g squarefree ?

l.e. g € Markov(S) & |supp(g)| > dim(S) = ghas all entries{—1,0,1}. ?

Markov Bases Database http://mbdb.mis.mpg.de/
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